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Listing of Claims 
 
Claim Lim. Claim Text 

1 

1p 
A mobile ticketing system for detecting fraudulent activity of 
tickets using data integrity, 

1a comprising: a mobile device in communication with a server; 

1b 
a server adapted to receive authentication data for a user 
account from the mobile device via a data network, and 

1c 
transmit data in the form of a ticket payload that contains code 
to the mobile device embodying a pass 

1d 

wherein the pass includes a validation visual object that a 
ticket taker can rely on as verification of the pass without 
using a scanning device and wherein the validation visual 
object is not accessible until a time selected to be close to the 
point in time where the ticket has to be presented; 

1e 

wherein the server is further configured to: receive the pass 
with the data from the mobile device and determine if there is 
any mismatch in the received data of the pass by comparing 
the received data with the data transmitted; block the user 
account in an event of the received data is mismatched with 
the transmitted data and detected as a fraudulent activity;  

 1f 

and determine the occurrence of the fraudulent activity 
associated with the user account in connection with the mobile 
ticketing system and store in a data record associated with the 
user account a data value indicating the fraudulent activity 

 1g 

and in dependence on the data value indicating fraudulent 
activity, the code in the ticket payload makes the pass, 
including the validation visual object, no longer available on 
the device. 

2 
The system of claim 1, where the server system is further adapted to 
detect the fraudulent activity by detecting behavioral anomalies 
associated with the user's account. 

3 
The system of claim 2, where the behavioral anomaly is the condition 
of one or more attempts to improperly use a pass originally associated 
with the user account. 

4 The system of claim 1, where the device is further adapted to check the 
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Claim Lim. Claim Text 
integrity of the pass data stored on the device. 

5 
The system of claim 4, where the integrity check is to determine 
whether there is a mismatch of a hash value. 

6 
The system of claim 4, where the integrity check is to determine 
whether a time stamp associated with stored pass data is inconsistent 
with other storage time stamp data. 

7 7[a] 
The system of claim 1, where the server system is further 
adapted to: receive a command to cause deactivation of a pass 
stored on the device,  

7 7[b] 
receive from the device usage data associated with the 
deactivated pass, 

7 7[c] 
update, using the received usage data, the pass usage data 
comprising a data record stored on the server system 
associated with the deactivated pass and 

7 7[d] 
in dependence on the updated usage data, and transmit to a 
new device pass data for the same pass. 

8 

The system of claim 1, where the server system is further adapted to 
transmit to the device data representing purchased passes associated 
with the user account and the device is further adapted to combine the 
received data with pass data stored on the device in order to output on a 
graphical user interface operated by the device a list of all available 
passes. 

9 

The system of claim 1, where the device is further adapted to receive 
from the server system an expiration time value for an activated pass 
and, deactivate the pass when the device detects the condition that the 
time passed since activating the pass for use equals or exceeds the time 
value. 

10 
The system of claim 9, where for a plurality of passes stored on the 
device, each expiration time is unique. 

11 

The system of claim 1, where the device is further adapted to detect the 
condition that the device has not connected to the server system for a 
predetermined period of time and in dependence on such detection, 
erase the data associated with at least one pass stored on the device. 

12 The system of claim 1, where the detection of fraudulent activity 
occurs as the result of receiving a data message from the device 
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Claim Lim. Claim Text 
representing the detection of fraudulent activity on the device. 

13 
The system of claim 12, where the device is adapted to erase data 
stored on the device associated with the passes stored on the device 
when the condition of fraudulent activity has been detected. 

14 

The system of claim 1, where the device is adapted to erase data stored 
on the device associated with the passes stored on the device when the 
condition of fraudulent activity has been detected by the device, and to 
transmit a data message to the server system representing the detection 
of fraudulent activity on the device. 

15 

The system of claim 1, where the server system is adapted to receive a 
command to set a status bit associated with the user account to indicate 
fraudulent activity and the device is adapted to receive a data message 
representing the condition that the fraudulent activity bit is set, and 
disable the pass functionality on the device. 

16 
The system of claim 15, where the device is further adapted to disable 
the pass functionality by erasing the pass data stored on the device. 
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I. Introduction 

1. I have been retained by Xerox Corp., ACS Transport Solutions, Inc., 

Xerox Transport Solutions, Inc., Conduent Inc., and New Jersey Transit Corp. 

(“Petitioners”) as an expert in this proceeding before the United States Patent and 

Trademark Office (“PTO”) involving U.S. Patent No. 10,360,567 (the “’567 

Patent”), Ex. 1001. I have prepared this declaration in support of Petitioners’ 

request for inter partes review of claims 1-16 of the ’567 Patent. 

2. In my opinion, claims 1-16 of the ’567 patent are not patentable. The 

claims recite features of electronic ticketing systems that were well known in the 

prior art. The reasoning behind my opinions, as well as the prior art references that 

make claims 1-16 unpatentable, are outlined in the discussion provided below. 

3. In summary, my opinions are: 

 Claims 1-6, 8-10, 12-16 are unpatentable as obvious over Terrell in 

view of Ritter; 

 Claim 7 is unpatentable as obvious over Terrell in view of Ritter and 

Masahiro; and 

 Claim 11 is unpatentable as obvious over Terrell in view of Ritter and 

Laudermilch. 
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II. Qualifications 

4. My CV is attached as Ex. 1004. I am a Professor Emeritus of 

Electrical and Computer Engineering at Virginia Tech in Blacksburg, Virginia. I 

graduated summa cum laude from Clemson University in 1986 with a B.S. in 

Computer Science and a minor in Computer Engineering, while holding a National 

Merit Scholarship and the R. F. Poole Scholarship. I then graduated from Duke 

University in 1990 with a PhD in Computer Science, while holding the Von 

Neumann Fellowship. 

5. Upon graduation, I joined the Department of Energy at its Argonne 

National Laboratory facility. My responsibilities there included the design and use 

of software for computers with hundreds of processing elements. This software 

was designed for compatibility with new parallel computer architectures as they 

became available, as well as with other large software components being written in 

the Department of Energy. While with the Department of Energy, I received the 

IEEE Gordon Bell Prize. 

6. In 1994, I joined the Computer Science faculty at the University of 

Tennessee. My teaching responsibilities included computer architecture and 

computer networking. My research interests included the design and use of 

software that used the collective power of large groups of workstations. While at 
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the University of Tennessee, I received a CAREER Award from the National 

Science Foundation. 

7. In 1997, I joined the Electrical and Computer Engineering faculty at 

Virginia Tech. My teaching responsibilities have included the design of embedded 

systems, computer organization, computer architecture, a variety of programming 

courses, and parallel computing. I have been cited multiple times on the College of 

Engineering’s Dean’s List for teaching. 

8. In addition to the activities, education, and professional experience 

listed above, I have been involved in research projects that contribute to my 

expertise relating to this report. While at Virginia Tech, I have been a primary or 

co-investigator on government and industrial research grants and contracts in 

excess of five million dollars. 

9. The majority of the research contracts undertaken in the laboratory 

have involved collaboration and coordination with other groups to build a larger 

system. My responsibilities under the SLAAC project (a collaborative effort 

funded by the Defense Advanced Research Projects Agency involving the 

University of Southern California, Sandia National Laboratory, Los Alamos 

National Laboratory, Brigham Young University, UCLA, Lockheed-Martin, and 

the United States Navy) included the development of a software system for 

monitoring, configuring, and controlling a networked collection of computers 
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hosting specialized computer hardware. As part of the DSN project (a collaborative 

effort funded by the Defense Advanced Research Projects Agency involving 

UCLA and USC), I was responsible for designing algorithms and software for 

controlling and monitoring a large network of autonomous computer sensor nodes. 

This software was integrated with software from several other teams around the 

country for a set of field demonstrations over a three-year period. 

10. In the TEAMDEC project for the Air Force Research Laboratory, I 

led an effort to design and construct a collaborative, Internet-based decision-

making system. This Java-based system provided a geographically diverse team 

with Internet-based tools to enable collaborative decision-making. On the server 

side, the system architecture made extensive use of database technology. This work 

was awarded first prize at the 2002 AOL/CIT Research Day. 

11. I have taught courses at the undergraduate and graduate level that 

focused on the development of mobile applications. In addition, my research 

projects have involved mobile application development well before any priority 

date of the ‘567 Patent. 

12. Other projects have involved the close coupling of computer hardware 

and software, including the writing of device drivers and simple operating systems, 

the design of hardware circuits, the design of new system architectures, 
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architectures for secure computing, the modification of complex operating systems, 

and software for mediating between complex software packages. 

III. Materials Reviewed 

13. In forming my opinions, I have reviewed the ’567 Patent, the 

prosecution history of the ’567 patent (Ex. 1002), and all of the prior art references 

and documents discussed in this declaration. I have also relied upon my 

understanding of electronic communication systems developed through decades of 

experience with this technology prior to the filing of the earliest application to 

which the ’567 patent claims priority. 

IV. Person of Ordinary Skill in the Art 

14. In my opinion, a person of ordinary skill in the art (a “POSITA”) at 

the time of the alleged invention would have at least a Bachelor of Science Degree 

in Computer Science, Computer Engineering, or similar educational background, 

or equivalent on-the-job training, including approximately three years of 

experience in developing mobile applications. This level of skill is approximate 

and more experience would compensate for less formal education, and vice versa. 

For example, an individual having no degree in engineering but years of 

experience developing mobile applications would qualify as a person of ordinary 

skill in the art. A person having no experience developing mobile applications but 
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a masters or doctorate degree in the aforementioned fields may also qualify as a 

person of ordinary skill in the art.  

15. In arriving at my opinion, I considered the types of problems faced by 

individuals involved in the development of mobile applications. I am a POSITA 

and was a POSITA at the time of the filing of the earliest application to which the 

’567 patent claims priority. Both of my degrees are in Computer Science. As 

described above, my research and teaching have involved the development of 

mobile applications. 

V. Relevant Legal Standards 

16. As a technical expert, I am not offering any legal opinions. I am 

offering technical assessments and opinions. In rendering my analysis, I have been 

informed by counsel regarding various legal standards for determining 

patentability. I have applied those standards in forming my technical opinions 

expressed in this report. 

17. The patent claims describe the invention made by the inventors and 

describe what the patent owner owns and what the owner may prevent others from 

using. I understand that an independent claim sets forth all the requirements that 

must be met to be covered by that claim. I further understand that a dependent 

claim does not itself recite all of the requirements of the claim but refers to another 

claim and incorporates all of the requirements of the claim to which it refers.  
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18. It is my understanding that a claimed invention is unpatentable if a 

prior art reference discloses every limitation of a patent claim. My understanding is 

that this concept is referred to as anticipation. 

19. It is also my understanding that a claimed invention is unpatentable if 

the differences between the invention and the prior art are such that the subject 

matter as a whole would have been obvious at the time the invention was made to a 

POSITA to which the subject matter pertains. Obviousness, as I understand it, is 

based on the scope and content of the prior art, the differences between the prior 

art and the claim, and the level of ordinary skill in the art. 

20. I understand that when evaluating obviousness, I must not consider 

whether the claimed invention would have been obvious to a layperson or to an 

expert; not use hindsight when comparing the prior art to the claimed invention; 

and not consider what was learned from the teachings of the patent. In particular, I 

understand that it is improper to use the patent claims as a road map for selecting 

and combining items of prior art. In other words, one should avoid using the 

challenged patent as a guide through the prior art references, combining the right 

references in the right way so as to achieve the result of the claims at issue. 

Instead, one must put oneself in the place of a POSITA at the time the invention 

was made and consider only what was known by a POSITA before the invention 

was made. 
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21. I understand that the obviousness analysis takes into account factual 

inquiries, including the level of ordinary skill in the art, the scope and content of 

the prior art, the differences between the prior art and the claimed subject matter, 

and any secondary considerations, to the extent they exist, such as commercial 

success, long felt but unsolved needs in the prior art that was satisfied by the 

claimed invention, unexpected results achieved by the invention, and praise of the 

invention by others skilled in the art. I understand that there must be a relationship 

between any such secondary considerations/indicia and the claimed invention. 

22. I have been informed and understand that the Supreme Court has 

recognized several rationales for combining references or modifying a reference to 

show obviousness of claimed subject matter. Some of these rationales include the 

following: (a) combining prior art elements according to known methods to yield 

predictable results; (b) simple substitution of one known element for another to 

obtain predictable results; (c) use of a known technique to improve a similar device 

or method in the same way; (d) applying a known technique to a known device or 

method ready for improvement to yield predictable results; (e) choosing from a 

finite number of identified, predictable solutions, with a reasonable expectation of 

success when there is a design need or market pressure to solve a problem; and (f) 

some teaching, suggestion, or motivation in the prior art that would have led a 
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person of ordinary skill in the art to modify the prior art reference or to combine 

prior art reference teachings to arrive at the claimed invention.  

23. Also, I have been informed and understand that obviousness does not 

require physical combination or bodily incorporation but rather consideration of 

what the combined teachings of prior art references would have suggested to a 

person of ordinary skill in the art at the time of the alleged invention. 

24. In addition, I understand that the law requires a “common sense” 

approach when determining whether a claimed invention would have been obvious 

to a person having ordinary skill in the art. For example, combining familiar 

elements according to known methods is likely to be obvious when it does no more 

than yield predictable results. This is especially true in instances where there are 

limited numbers of possible solutions to technical problems or challenges. 

VI. Overview of the ’567 Patent 

25. The ’567 Patent is titled “Method and System for Distributing 

Electronic Tickets with Data Integrity Checking” and relates to a “system and 

method for distributing electronic ticketing to mobile devices such that the ticket 

stored on the device is checked for its integrity from tampering and the device 

periodically reports on ticket usage with a central server.” Ex. 1001 at Abstract. 

26. The ’567 Patent specification distinguishes the alleged invention from 

“[c]onventional electronic tickets” that “display a barcode or QR code on a user’s 
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telephone.” Id. at 2:19-21. According to the ’567 Patent specification, “[t]he 

problem with these systems is that the scanning process is fraught with error and 

the time taken to verify the electronic ticket far exceeds that of the old system: 

looking at the paper ticket and tearing it in half.” Id. at 1:31-34. The specification 

further states that “[b]arcode scanners are not highly compatible with LCD screen 

displays of barcodes” such that “[s]ometimes the LCD display does not scan at all 

and a passenger has to be sent away to get a paper printout of a ticket.” Id. at 2:23-

28. 

27. The ’567 Patent specification differentiates the alleged invention on 

the grounds that verification in the alleged invention is “determined by a larger 

visual object that a human can perceive without a machine scanning it” where the 

validating visual object “can be constantly changed so that the ticket taker does not 

have to be concerned that a device displaying the designated validating visual 

object is invalid.” Id. at 2:31-37. The specification discloses three embodiments of 

the validating visual object: (1) computer code, that “when executed by the device, 

causes the user device to display the desired visual pattern,” (2) a command that 

“specifies what the visual pattern should be” where “the program operating on the 

user’s device receives the command instruction, decodes it, and determines what 

visual patters to generate based on the data in the command instruction,” and (3) 

Petitioners' Exhibit 1003 
Page 020



11 

“video or image data transmitted directly from the server to the device for 

immediate display.” Id. at 2:41-52.  

28. The specification further describes two embodiments of how the 

validating visual object is transmitted to the user device. In one embodiment, the 

user purchases a ticket from an online website, and the website sends the user’s 

device a unique number, referred to as a “token,” which is stored in a ticketing 

database. Id. at 2:53-56. “When the time comes to present the ticket, the venue can 

select what visual indicator will be used as the designated validation visual object.” 

Id. at 2:56-59. The user can then request the validating visual object, and select 

“validate” or an equivalent command to “cause the application to fetch and 

download from the ticketing system a data object,” referred to as a “ticket 

payload.” Id. at 2:59-65. The ticket payload includes “a program to run on the 

user’s device.” Id. In another embodiment, the ticket payload is pushed to the 

device by the venue, “the application transmitted to the user’s device is previously 

unknown to the user and not resident in the user’s device,” and the user’s device 

can “execute the program embodied in the ticket payload.” Id. at 2:65-3:4. This 

causes display of the validation visual object. Id. 

29. According to the ’567 Patent specification, this system limits piracy in 

several ways. First, the ticket holder and the ticket holder’s device do not have 

access to the validating visual object “until a time select[ed] to be close to the point 
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in time [when] the ticket has to be presented.” Id. at 3:8-11. Second, the validating 

visual object is “one of [a] very large number of permutations and therefore cannot 

be guessed, selected or copied ahead of time.” Id. at 3:11-14. Third, the ticket 

payload can “contain code that destroys the validating visual object in a pre-

determined period of time after initial display or upon some pre-determined input.” 

Id. at 3:14-17. Fourth, “security protocols can be utilized to ensure that a copy of 

the application that executes to display the validating visual object cannot be 

readily copied or reverse engineered.” Id. at 3:17-20. 

30. The ’567 Patent includes 16 claims. Claim 1 is an independent claim, 

and Claims 2-16 are dependent claims. A full listing of the Challenged Claims is 

provided above. 

VII. Scope and Content of the Prior Art 

A. WO 2009/141614 (“Terrell’”) 

Terrell was published on November 26, 2009 and is prior art to the ’567 

Patent. See Ex. 1008. Terrell discloses “receiving ticket specific data at a mobile 

device” where this data defines “graphical information comprising textual 

information and graphics to be animated” and “a machine-readable code defining 

at least a unique ticket number and a means of authentication.” Id. at 2:7-13. 

Terrell also discloses that the mobile device includes a screen and that the 

“application is configured (i) to display said textual information and animate said 
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graphics on said screen for visual inspection, and (ii) to present said machine 

readable code to allow authentication of said textual information.” Id. at 2:14-17. 

Terrell also discloses an “apparatus for electronic ticketing” comprising a server 

and a database configured to “facilitate the booking of an event; write details of an 

event to said database . . . and supply ticket specific data defining a ticket to said 

mobile device.” Id. at 2:18-24. Terrell specifies that “the tickets of the present 

invention include both a visually readable component that may be inspected by eye 

and also a machine-readable code that is readable by electronic reading apparatus.” 

Id. at 4:18-20. 

31. Although during prosecution and in the ’567 Patent specification the 

Patent Owner distinguishes the alleged invention from prior art on the grounds that 

verification in the alleged invention includes a “validation visual object,” see Ex. 

1002 at 224; Ex. 1001 at 2:31-37, Terrell discloses this feature. See, e.g., Ex. 1008 

at 4:18-20 (“[T]he tickets of the present invention include . . . a visually readable 

component.”). In addition, the Patent Owner argued that the alleged invention can 

be distinguished from prior art because it receives “authentication data for a user 

account,” Ex. 1002 at 224, but this feature too is disclosed by Terrell. See Ex. 1008 

at 5:8-10 (“[T]he server . . . has access to a registration details database 112 in 

which details provided from mobile devices . . . are provided in a registration 

procedure.”); see also id. at Figs. 4 & 5. 
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B. U.S. Patent No. 7,114,179 (“Ritter”) 

32. Ritter issued as a U.S. Patent on September 26, 2006 and is titled 

“Method and System for Ordering, Loading and Using Access Tickets” and 

discloses a system in which a user of a mobile device can order and access 

electronic admission tickets “for access to access-controlled service devices, such 

as, for example, means of public transportation, secured buildings, halls or 

exhibition grounds.” Ex. 1011 at Abstract, 2:51-55. Ritter teaches that “decisions 

about access authorization for the user of the said communications terminal being 

made tak[e] into account ticket information contained in said admission tickets, 

and, in accordance with the decision made, access for the user to the respective 

service device [is] granted or denied through an access device connected to the said 

reading device.” Id. at 3:11-17. 

33. Admission tickets can be ordered via a mobile device and transmitted 

to the device “by means of SMS or USSD messages.” Id. at 4:52-5:17. “Indicated 

in addition in the order data with each order is the call number of (at least) one 

mobile communications terminal, for example the MSISDN number (mobile 

subscriber ISDN number), on which the ordered admission tickets are supposed to 

be loaded.” Id. at 5:29-34. The tickets are sent to the mobile device and are stored 

on a memory module of the mobile device, which could be, for example, the 

mobile device’s SIM (Subscriber Identification Module) card. Id. at 6:4-9. 
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“Admission tickets can be loaded, for example, in the form of small program 

applications, so-called applets, on chipcards 2, which are able to handle such 

applets, for instance a so-called Java card (Java is a registered trademark of SUN 

Microsystems). Such applets, for example, can be automatically erased during 

marking as used.” Id. at 6:30-36. Ritter also teaches “a digitally signed, 

unambiguous device identification” to the mobile device to ensure that “admission 

tickets are not received, or respectively marked as used, by unauthorized reading 

devices.” Id. at 4:13-21. 

C. U.S. Patent No. 8,259,568 (“Laudermilch”) 

34. Laudermilch was published on September 4, 2012 and discloses a 

“method for managing access to a network resource on a network from a mobile 

device.” Ex. 1009 at 2:66-3:1. This method includes the steps of (i) “intercepting a 

data stream from the mobile device attempting to access the network resource,” (ii) 

“extracting information from the intercepted data stream,” (iii) “accessing at least 

one of enterprise service based information and third party information regarding 

at least one of the mobile device or the user of the mobile device,” (iv) 

“determining whether the mobile device is authorized to access the network 

resource,” (v) “preparing an access decision” where the decision “specifies 

whether the mobile device is authorized to access the network resource,” and (vi) 

“storing the access decision in a database on the network.” Id. at 3:1-16.  
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35. Laudermilch teaches a component that “may be configured to contact 

the server on a periodic basis (such as ‘every 24 hours’)” where the “client should 

preferably be configurable to take various actions (such as lock, wipe, etc.), after a 

certain number of days with no contact with the server.” Id. at 32:27-35. 

Laudermilch specifically addresses mobile devices, including cellular phones, and 

teaches a security system to protect against lost devices and loss and theft of data. 

Id. at 1:21-58.  

D. Japanese Published Patent Application No. JP2006201997 
(“Masahiro”) 

36. Masahiro was published on August 3, 2006. Masahiro “relates to a 

ticket issuing system . . . that is able to verify the identity of a user and issue a 

digital ticket or a physical ticket with anti-counterfeiting functionality.” Ex. 1010 

at [0001]. “According to the ticketing issuing system of the present invention, it is 

possible to issue a digital ticket or a physical ticket bearing an image consisting of 

the purchaser’s own facial photograph embedded with a designated authentication 

code as a digital watermark.” Id. at [0024]. “For this reason, when the ticket is 

used, it is possible to verify that the user and the purchaser are one and the same by 

having a ticket checker reference the facial photograph on the ticket.” Id. “It is also 

possible to verify that the ticket in question is authentic by reading the 

authentication code embedded in the facial photograph.” Id.  
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37. Masahiro also teaches cancelling and re-issuing a ticket that has 

already been issued. Id. at [0075, 0112]. After the user initiates a cancellation 

request, the “cancellation processing component . . . reads the authentication 

code . . . and checks if the retrieved authentication code and the password included 

in the cancelation request match the authentication code and the password recorded 

in the ticket issuance history recording component.” Id. at [0082]. “If the two are a 

match, cancelation processing is performed by invalidating the record in question 

in the ticket issuance history recording component.” Id. The cancelation processing 

component also records “the fact that one seat corresponding to the canceled ticket 

has become available.” Id. Thereafter, the ticket information of the cancelled ticket 

can be transmitted to another user. Id. at [0099]. Masahiro also discloses an 

embodiment that “makes it possible to re-issue a ticket that has been lost after 

being issued.” Id. at [0112]. “Upon receiving a ticket re-issuance request 

accompanied by a ticket ID and a password for a ticket that has already been issued, 

the ticket re-issuance processing component 72 performs the processing for re-

issuing the ticket information based on the record in the ticket issuance history 

recording component 35, on the condition that the password included in the ticket 

re-issuance request in question matches the password that is registered in the ticket 

issuance history recording component 35 associated with the ticket ID included in 

the ticket re-issuance request in question.” Id. at [0017].  
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VIII. Claim Construction 

38. I have been advised that in inter partes review proceedings before the 

Patent Office, patent terms should be interpreted in view of their ordinary and 

accustomed meaning as understood by a POSITA in light of the patent 

specification. For the purpose of this proceeding, I have applied the plain and 

ordinary meaning to each term in the patent claims as they would be understood by 

me and by other POSITAs. 

IX. Claims 1-6, 8-10, 12-16 are Unpatentable as Obvious over Terrell in 
View of Ritter or the Knowledge of a POSITA 

A. A POSITA Would Have Been Motivated to Combine the 
Teachings of Terrell and Ritter 

39.  It would be obvious to combine Terrell and Ritter because both 

references disclose electronic ticketing systems in which ticket payloads can be 

downloaded from a server to a mobile device. Terrell, however, does not provide 

significant detail on its use of Java, including its communication and security, as 

Java, and its use in, for example, mobile phones like that of Terrell, was well-

known to a POSITA at the time. Given that Terrell taught the implementation of its 

ticketing application in Java on a mobile phone (or other mobile device), e.g., Ex. 

1008 at 12:14-17, a POSITA would have been motivated to combine Terrell with 

prior art that provided additional detail and/or improvements on this 

implementation.  

Petitioners' Exhibit 1003 
Page 028



19 

40. Ritter relies upon SMS and provides additional details on the 

implementation of electronic ticketing using Java within mobile phone. Ex. 1011 at 

Abstract, 6:30-36. A POSITA would be motivated to combine Ritter with Terrell 

because of its additional implementation details and because of Ritter’s 

complementary advantages in the area of security (including authentication), areas 

that are indicated as being important in Terrell. 

41. Ritter further teaches a ticket that has many similarities to the ticket 

disclosed in Terrell. 

Disclosure Terrell (Ex. 1008) Ritter (Ex. 1011) 

ticket number Abstract, 2:10-12 3:31-32 

digital signature 17:24-26 3:31-32, 6:17-26 

date 9:20-26 3:47-55, 6:17-26 

duration of validity 9:20-26 6:17-26 

visual display of ticket information Abstract 6:26-30 

Given these similarities, a POSITA would find it obvious to combine the teaching 

of Ritter with Terrell to achieve predictable results and to include the additional 

implementation details included in Ritter. Moreover, a POSITA would have had a 

reasonable expectation of success in making the combination because both 

references disclose the use of a server to download tickets to a mobile device, and 

both references disclose using Java or similar applications or applets to do so.  
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42. A POSITA seeking to implement and improve the teachings of Terrell 

would have looked to Ritter for its teaching of downloading and storing tickets in 

the form of small program applications, such as Java applets.  Ex. 1011 at 6:30-34.   

Ritter teaches that such applets could be stored on a “chipcard 2” which is already 

part of a mobile device (and a POSITA would understand to be present in the form 

of SIM cards on many mobile phones of the time). Id. at 6:4-15, 6:30-34. A 

POSITA would understand storing the tickets (in the form of applets) on this 

already existing memory would be advantageous and a POSITA would look to this 

portion of Ritter given that Terrell provides few details on storage of tickets on the 

mobile device.  

43. A POSITA would understand the advantage gained by Ritter’s 

teaching of sending and receiving of tickets by SMS, including sending by the 

server and device-to-device, particularly in light of Ritter’s more detailed teachings 

of SMS in comparison to Terrell. Id. at 5:56-6:15, 9:27-45. A POSITA would 

understand Ritter’s MSISDN number and its use in inclusion with each ticket order 

to be consistent with Terrell’s use of the IMEI number (though, of course, these are 

the not the same number). A POSITA would understand the advantages of sending, 

receiving, and storing tickets in the form of code (e.g., Java applets) as taught in 

Ritter. Rather than requiring a large, static ticket application to be present on a 

mobile phone with limited memory, Ritter teaches that each ticket can be a 
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program that includes its own information and functionality (e.g., functionality to 

erase the ticket). Id. at 6:16-36. A POSITA would understand the savings in 

memory and reduction in the need for updating/reprogramming a large, static 

application that would result when each ticket includes code that is customized for 

a given event, venue, and seller rather than building all possible functionality into a 

single large, static ticket application. This is consistent with Ritter’s teaching that 

“[i]t is an object of the present invention to propose a new method and a new 

system for ordering, loading and using admission tickets for access to access-

controlled service devices which in particular are able to be used in a flexible way 

for the most various access-controlled service devices.” Id. at 2:42-46 (emphasis 

added). 

B. Claims 1-6, 8-10, 12-16 are Unpatentable as Obvious over Terrell 
in View of Ritter or the Knowledge of a POSITA 

1. Claim 1[p]: “A mobile ticketing system for detecting 
fraudulent activity of tickets using data integrity,” 

44. The preamble of Claim 1 is disclosed by Terrell. For example, Terrell 

discloses a “check of [a] ticket’s authenticity” and detection of “potential fraud.” 

Ex. 1008 at 14:5-17; see also id. at 13:8-23, 14:5-15:3, 17:7-23. Terrell teaches the 

creation of a mobile ticket with a “graphical information part” which “is encrypted 

using the symmetric private key” so that “if the ticket data becomes intercepted 

during its transmission, it cannot be used to create a copy of the ticket unless the 
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person intercepting has knowledge of the symmetric key.” Id. at 17:7-17; see also 

id. at 14:5-17, 13:8-23, 14:5-15:3. 

2. Claim 1[a] comprising: a mobile device in communication 
with a server” 

45. This limitation of Claim 1 is disclosed by Terrell. Terrell teaches that 

the invention “involves executing an application on the mobile device, so that the 

mobile device is able to communicate with the server 101 via the Internet, and 

thereby download data defining a ticket.” Id. at 6:14-17; see also id. at 4:5-7 

(disclosing a “system in which tickets are provided by a wireless application server 

101 to mobile devices (such as mobile phones . . .)”); id. at Fig. 1 & Claim 1 

(disclosing “[a] method of electronic ticketing . . . comprising the steps of: 

receiving ticket specific data at a mobile device”). 

3. Claim 1[b]: “a server adapted to receive authentication data 
for a user account from the mobile device via a data 
network” 

46. This limitation of Claim 1 is disclosed by Terrell. For example, 

Terrell discloses that “the server . . . has access to a registration details database 

112 in which details provided from mobile devices . . . are provided in a 

registration procedure.” Id at 5:8-10. Figures 4 and 5 illustrate the registration 

procedure, including that forms are generated “for display on the mobile device to 

allow the user 105 to enter details required by the registration procedure.” Id. at 

6:23-24. These details include, for example, the name on the credit card and the 
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user’s address, id. at 8:3-5, and are “sent to the server 101, along with a user 

identifier,” id. at 7:6-7. In one embodiment, the user identifier “is in the form of the 

IMEI number of the mobile device.” Id. at 7:26-28; see also id. at 8:30-9:3 

(“[O]ther embodiments are envisaged in which a separate password or PIN number 

(personal identification number) is provided by the user during the registration 

process and the correct, same password must be re-entered to authorise payment.”). 

4. Claim 1[c]: “transmit data in the form of a ticket payload 
that contains code to the mobile device embodying a pass” 

47. This limitation of Claim 1 is disclosed by Terrell and Ritter. For 

example, Terrell teaches that ticket data is “received at the mobile device from the 

server” and that the ticket data “comprises a graphical information part 702 and a 

machine-readable part.” See id. at 9:7-8, 9:16-18; see also id. at 6:14-20. The 

graphical information part comprises “textual information . . . and graphics to be 

animated” and the machine-readable part comprises “machine-readable code . . . 

defining at least a unique ticket number and a means of authentication.” Id. at 

Abstract. The “machine-readable code” may be, for example, a barcode whose data 

“is digitally signed using a private authentication key of an asymmetric (public) 

key pair.” Id. at 10:3-5. Moreover, the communication in which the server sends 

“data defining a ticket” to the mobile device “is performed by exchanging XML 

data packets using HTTP, and the application executed on the mobile device is a 
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Java script.” Id. at 6:14-20. XML and Java are both a “code” that can form the 

ticket payload. 

48. Ritter discloses that java applets could be stored on a “chipcard 2” 

which is already part of a mobile device. Ex. 1011 at 6:4-15, 6:30-34. A POSITA 

would understand storing the tickets (in the form of applets) on this already 

existing memory would be advantageous and a POSITA would look to this portion 

of Ritter given that Terrell provides few details on storage of tickets on the mobile 

device. A POSITA would understand the advantage gained by Ritter’s teaching of 

sending and receiving of tickets by SMS, including sending by the server and 

device-to-device, particularly in light of Ritter’s more detailed teachings of SMS in 

comparison to Terrell. Id. at 5:56-6:15, 9:27-45. A POSITA would understand 

Ritter’s MSISDN number and its use in inclusion with each ticket order to be 

consistent with Terrell’s use of the IMEI number (though, of course, these are the 

not the same number). A POSITA would understand the advantages of sending, 

receiving, and storing tickets in the form of code (e.g., Java applets) as taught in 

Ritter. A POSITA would be motivated to combine Ritter and Terrell as described 

above, see Section IX.A. 
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5. Claim 1[d]: “wherein the pass includes a validation visual 
object that a ticket taker can rely on as verification of the 
pass without using a scanning device and wherein the 
validation visual object is not accessible until a time selected 
to be close to the point in time where the ticket has to be 
presented” 

49. This limitation of Claim 1 is disclosed by Terrell. Terrell teaches a 

validation visual object in the form of an “image . . . displayed by a mobile device 

that is eye-readable for inspection purposes.” See Ex. 1008 at 2:7-9; see also id. at 

4:18-20, 9:19-20. Terrell makes clear that visual inspection can be relied upon 

without using a scanning device. See, e.g., id. at 4:16-17 (“[A]t times it may be 

preferable for such a ticket inspection to be merely done by the inspector’s eyes.”). 

It would be obvious to a POSITA that the validation visual object would not be 

accessible until a time close to when the ticket has to be presented.  

50. Terrell also teaches “receiving ticket specific data defining a valid 

time interval during which a ticket is valid; receiving a real-time clock signal from 

a real-time clock within the mobile device; and incorporating a time-related 

element into [the] animated graphics that is maintained during said valid time 

interval.” Id. at Claim 2. Terrell thus discloses the “close to the point in time where 

the ticket has to be presented” element of Claim 1[d] because the ticket data 

disclosed in Terrell is only displayed during the “valid” time period, and the user 

would only display a valid ticket close to the time that the user needed to present 

the ticket. 
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51. This is further emphasized through Terrell’s disclosure of “a code for 

the day,” which is defined as “a day specific code . . . that is unique to the date 

1103 of the journey” (when, for example, the ticket is for transportation). Id. at 

9:16-28, 13:8-14. This “code for the day” is visible such that “a railway guard, a 

bus driver or ticket inspector can easily, by viewing the code for the day 1107 

and/or the decrementing timer 1004 observe that the ticket appears to be a valid 

ticket.” Id. at 13:9-20. A POSITA would understand that the code is not displayed 

in advance because its purpose, as taught by Terrell, is to be a code that makes it 

difficult to counterfeit the ticket because the forger does not know the code. If the 

code is shown in advance, then it can become known. See id. at 13:11-14. 

52. Terrell further discloses an embodiment where a non-validated ticket 

(i.e., an authentic ticket that has not yet been validated) does not include the “code 

for the day.” See id. at 18:10-26. This embodiment is “used for the case where the 

ticket is not for immediate travel.” Id. at 18:10-11. “When the user wants to use the 

ticket, . . . the user validates the ticket.” Id. at 18:14-19. In this embodiment, the 

graphical information part of the ticket does not show the “valid to” time. Id. at 

18:20-22. Instead, the words “not validated” are displayed. Id. at 18:22-23. In 

addition, “as the ‘valid to’ time was not included in the ticket data the displayed 

graphical information also does not show a decrementing ‘valid for’ time” and the 

ticket does not include a date or “code for the day.” Id. at 18:22-25. It would be 
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obvious to a POSITA that the code would not be included until the ticket is 

validated. 

6. Claim 1[e]: “wherein the server is further configured to: 
receive the pass with the data from the mobile device and 
determine if there is any mismatch in the received data of 
the pass by comparing the received data with the data 
transmitted; block the user account in an event of the 
received data is mismatched with the transmitted data and 
detected as a fraudulent activity;  

53. This limitation of Claim 1 is disclosed by Terrell. Terrell teaches that 

when a ticket is read, “the unique ticket number may be supplied to the server,” 

checked against a “database of . . . unique ticket numbers,” and “logged on the 

verification database 111 by the server 101.” Id. at 5:3-7, 14:5-13, Fig. 1. Terrell 

discloses receiving the ticket from the bar code scanner, but the bar code, including 

the ticket number, originates from the mobile device and goes through the scanner 

to the server. Id. at 9:16-10:5, 11:11-20, 13:30-14:11. Terrell Claim 1 teaches that 

the server may “block the user account in an event of the received data is 

mismatched with the transmitted data and detected as a fraudulent activity.” Id. at 

Claim 1. For example, Terrell teaches that “if two separate uses of the ticket are 

logged, this may be identified by the server 101 and the ticket’s further use may be 

blocked,” and that alternatively, “the purchaser of the ticket could be blocked from 

further use of the system.” Id. at 14:13-17. 

7. Claim 1[f]: “and determine the occurrence of the fraudulent 
activity associated with the user account in connection with 
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the mobile ticketing system and store in a data record 
associated with the user account a data value indicating the 
fraudulent activity” 

54. This limitation of Claim 1 is disclosed by Terrell. For example, Terrell 

teaches that after fraudulent activity is detected, “the purchaser of the ticket could 

be blocked from further use of the system or pursued in respect of their potential 

fraud.” Id. at 14:15-17. A POSITA would understand that such a blocking would 

require recording the blocking in a data record associated with that user’s account. 

A POSITA would find it obvious that blocking the account of the purchaser from 

further use of the system would include storing a data value indicating the 

fraudulent activity in a data record associated with the user account, for example, 

in Terrell’s registration details database 112 or its database 111.  This is especially 

true in light of Terrell’s teaching that “if two tickets were found to have the same 

unique ticket number, the scanner would be configured to provide an alert to the 

inspector,” and that “all barcode scan records may be centrally collated and 

analyzed to identify potential fraudulent use.” Id. at 14:30-15:3. 

8. Claim 1[g]: “and in dependence on the data value indicating 
fraudulent activity, the code in the ticket payload makes the 
pass, including the validation visual object, no longer 
available on the device.” 

55. This limitation of Claim 1 is disclosed by Terrell and Ritter. Terrell 

teaches that the server can detect fraudulent activity and block the ticket’s further 

use or the purchaser’s further use of the system. Id. at 14:13-17 at Claim 1, 14:13-
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17. Terrell implicitly teaches that the ticket is blocked “in dependence on the data 

value indicating fraudulent activity” where the data value is the indication that two 

separate uses of the same ticket have been detected. It would also be obvious to a 

POSITA that the ticket is blocked “in dependence on the data value indicating 

fraudulent activity.”   

56. Terrell does not explicitly indicate that the code in the ticket payload 

makes the pass “no longer available” once it is blocked, but a POSITA would have 

found it obvious that a ticket pass that is blocked and not permitted to be used due 

to fraud, loss of integrity, expiration, or other invalidating events, would not (and 

should not) be available for use on the mobile device. In addition, Terrell discloses 

that the code performs this action in the same or a similar way as in the ’567 

Patent. For example, if the server in Terrell determines that the ticket should be 

blocked from further use, a POSITA would understand that the visual object of the 

’567 Patent (the “graphical information part” of the ticket disclosed in Terrell) that 

is intended to be examined “by the inspector’s eyes,” id. at 4:16-17, should be “no 

longer available” on the device. Otherwise, a user attempting to fraudulently use 

the ticket could still show the ticket inspector graphical information suggesting that 

the ticket was still valid. Id. Further, a POSITA would know that mobile devices 

have limited memory, and that tickets that are not valid should be deleted to 

preserve this limited memory.  
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57. Terrell also teaches that its server is in communication with the 

mobile device and that such communication can take the form of an SMS message 

or a communication via the HTTP protocol. Id. at 6:1-20. Terrell discloses 

downloading its mobile ticket application from a server, where the application is a 

Java script. Id. at 5:27-6:20. The ’567 likewise teaches that a “dynamic script” can 

be expressed in Java, where that dynamic script is a “piece of code.” Ex. 1001 at 

6:42-53. 

58. To the extent that the Board determines that Terrell, in view of the 

knowledge of a POSITA, does not disclose making the pass “no longer available 

on the device,” this element is nevertheless obvious over Terrell in view of Ritter. 

Ritter teaches that an admission ticket be in the form of a Java applet (a small 

program application). Ex. 1011 at 6:30-36. Ritter teaches that these applets can be 

loaded on a chipcard (e.g., a “Java card”) and that these applets can be 

automatically erased when the applet (the ticket) is marked as used (e.g., when the 

ticket has been used to gain entry to an event). Id. The chipcard of Ritter is located 

in the mobile phone in the form of a SIM card. Id. at 6:8-15. Ritter teaches that the 

mobile phone receives admission tickets that are loaded onto the chipcard. Id. at 

5:56-6:8. As disclosed in Terrell, a customer is able to view the detailed markings 

of a ticket on the phone’s display. Id. at 6:26-30. Ritter further teaches that, like 

Terrell, a server can mark a ticket as used, id. at 7:41-46, as well as that a software 
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module in the SIM “card 2” can mark a ticket as used, id. at 7:47-59. Ritter also 

teaches that the tickets are stored on “card 2.” Id. at 6:4-15. Note that while Ritter 

teaches that cancelling module 214 (also stored in the SIM card) is responsible for 

marking a ticket, Ritter does not teach that this cancelling module is responsible 

for erasing the ticket. That is because, as described below, a Java applet already 

has its own functionality to destroy itself. 

59. A Java applet, like the applet disclosed in Ritter, inherently includes 

its own method for removing a ticket from a device. Java applets operated (and 

continue to operate) according to the Java programming language and associated 

API. Java applets provide a common set of methods that can be called, where that 

set of methods is defined in the Java API as part of the “Class Applet” as defined 

in java.applet.Applet. One such method is the “destroy()” method. This method is 

“called when the applet is about to be unloaded from the browser or viewer. It 

should free any resources, other than memory, that the applet has allocated.” Ex.  

1017 at 128. As the example in Java in a Nutshell: A Desktop Quick Reference 

demonstrates, clearing an image resource associated with the applet is consistent 

with the use of the destroy() method. Id. at 135. Java applets running in a Java 

Card use a different runtime environment than those running in, for example, a 

web browser. For such applets, there is an “uninstall()” method that is part of the 

applet that is invoked when the applet is being deleted.  It is “[c]alled by the Java 
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Card runtime environment to inform this applet instance that the Applet Deletion 

Manager has been requested to delete it.” Ex. 1018 at 71. Within this method, an 

applet should “perform any cleanup required for deletion such as release resources, 

backup data, or notify other dependent applets.” Id.  

60. Accordingly, the combination of Terrell and Ritter discloses a system 

in which a ticket payload can be downloaded from a server to a mobile device. If 

fraudulent activity is detected, the Java code in the ticket payload can make the 

ticket “no longer available” on the device by destroying the Java applet (the Java 

ticket payload).  

9. Claim 2: “The system of claim 1, where the server system is 
further adapted to detect the fraudulent activity by 
detecting behavioral anomalies associated with the user’s 
account.” 

61. This limitation is disclosed by Terrell. For example, Terrell teaches 

that “inspection of the unique ticket number may . . . be logged on the verification 

database 111 by the server” and “if two separate uses of the ticket are logged, this 

may be identified by the server 1010 and the ticket’s further use may be blocked.” 

Ex. 1008 at 14:11-17. This is consistent with an embodiment of behavioral 

anomaly detection described in the ’567 Patent. Ex. 1001 at 13:65-14:4 (“[I]f the 

same pass data is being used for multiple attempts to activate the same pass from 

different devices, this would indicate that the original purchaser may have 
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maliciously distributed the ticket, or that their device was hacked and the ticket 

was maliciously obtained for further re-distribution.”). 

10. Claim 3: “The system of claim 2, where the behavioral 
anomaly is the condition of one or more attempts to 
improperly use a pass originally associated with the user 
account.” 

62. This limitation is disclosed by Terrell. For example, Terrell discloses 

blocking “a ticket’s further use” or “the purchase of the ticket” if “two separate 

uses of the ticket are logged.” Ex. 1008 at 14:11-17. 

11. Claim 4: “The system of claim 1, where the device is further 
adapted to check the integrity of the pass data stored on the 
device.” 

63. This limitation is disclosed by Terrell. Terrell teaches that the mobile 

device downloads a ticket, indicating that it is stored in a memory on the mobile 

device, and that the application on the mobile device checks that the ticket is the 

ticket constructed for the specific device, and not an intercepted (or otherwise 

replicated) ticket. See, e.g., id. at 6:16-17, 9:9-14, 17:6-23. A portion of the ticket 

is encrypted with a key specific to the mobile device that requested the ticket and 

the application uses the key specific to that mobile device to decrypt the ticket. See 

id. at 17:6-23. This ensures that the application only decrypts the ticket if it is the 

one that was encrypted using the key specific to the receiving mobile device. Id.  
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12. Claim 5: “The system of claim 4, where the integrity check 
is to determine whether there is a mismatch of a hash 
value.” 

64. This limitation is disclosed by Terrell. In one embodiment, Terrell 

teaches that after the ticket is received at the mobile device, “the application 

resident on the receiving mobile device ensures that the selected part of its IMEI 

number is present in the symmetric key.” Id. at 17:17-19. If not, “the decryption of 

the graphical information part of the ticket data is blocked.” Id. at 19-21. 

65. Although Terrell does not expressly disclose that this comparison 

would be by determining “whether there is a mismatch of a hash value,” a POSITA 

would have been aware of the well-known digital signature method in which the 

integrity of data is checked via the determination of a mismatch of a hash value. 

The fact that this was well-known in the art is documented by, for example, Bruce 

Schneier, Applied Cryptography (1996), Signing Documents with Public-Key 

Cryptography and One-Way Hash Functions, which states “digital signature 

protocols are often implemented with one-way hash functions.” Ex. 1015; see also 

Ex. 1016 at [0002]-[0004] and Figs. 1, 2. The Schneier text is very well-known and 

widely used in the field to provide explanations and background on operations 

such as digital signatures.   

66. In light of Terrell’s focus on fraud, including data integrity checking 

on the mobile device and the use of digital signatures for integrity checking, a 
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POSITA would have found it obvious to check a digitally signed portion of the 

ticket on the mobile device itself through the determination of a mismatch of a 

hash value. See Ex. 1008 at 14:18-26. 

13. Claim 6: “The system of claim 4, where the integrity check 
is to determine whether a time stamp associated with stored 
pass data is inconsistent with other storage time stamp 
data.” 

67. This limitation is disclosed by Terrell. Terrell teaches an embodiment 

where “a fixed period of time for which the ticket is valid is indicated in the ticket 

data” and “whatever time is given on the real-time clock of the mobile phone, it is 

only used as a timer to count down the time from the defined fixed period.” Id. at 

12:6-12. Terrell also discloses that the ticket specific data defines “a valid time 

interval during which a ticket is valid.” Id. at Claim 2. Although Terrell does not 

explicitly disclose that the mobile phone’s integrity check is based on checking a 

time stamp associated with stored pass data against other storage time stamp data, 

a POSITA would have been aware that doing so is a well-known method to 

perform integrity checking. In light of Terrell’s focus on fraud described above, 

see supra at Claim 5, and its disclosure of the “valid time interval during which a 

ticket is valid,” a POSITA would have found it obvious to perform an integrity 

check by determining whether a time stamp associated with stored pass data is 

inconsistent with other storage time stamp data including, for example, time stamp 

data existing on the server.  
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14. Claim 8: “The system of claim 1, where the server system is 
further adapted to transmit to the device data representing 
purchased passes associated with the user account and the 
device is further adapted to combine the received data with 
pass data stored on the device in order to output on a 
graphical user interface operated by the device a list of all 
available passes.” 

68. This limitation is disclosed by Terrell. For example, Terrell teaches a 

“ticket purchase procedure” whereby a user purchases a ticket and the “ticket data 

is received at the mobile device from the server” and “stored in a wallet (folder) for 

later display of the ticket.” Id. at 8:19-9:14; see also id. at Figs. 6 and 8. Terrell 

also discloses a “graphical user interface on the mobile device allowing the user 

105 to provide an input indicating that they want to purchase a ticket or view a 

previously purchased ticket.” Id. at 5:16-25. Terrell further indicates that the 

mobile device displays “a list of tickets currently stored in the wallet in the mobile 

device.” Id. at 10:7-9. 

15. Claim 9: “The system of claim 1, where the device is further 
adapted to receive from the server system an expiration 
time value for an activated pass and, deactivate the pass 
when the device detects the condition that the time passed 
since activating the pass for use equals or exceeds the time 
value.” 

69. This limitation is disclosed by Terrell. For example, Terrell teaches 

that the graphical information part of the ticket data includes a “valid to” time, i.e., 

“an expiry time for the validation of the ticket.” Id. at 9:20-26; see also id. at 12:1-

12 (“[A] fixed period of time for which the ticket is valid is indicated in the ticket 
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data.”), Fig. 11, 12:19-23. In addition, Terrell discloses a system where the device 

is “adapted to . . . deactivate the pass when the device detects the condition that the 

time passed since activating the pass for use equals or exceeds the time value.” For 

example, Terrell teaches that “the application obtains the current time provided 

from the real-time clock of the mobile device,” and uses this clock to generate a 

“valid for” time, which is displayed on the mobile device screen. Id. at 11:24-12:5, 

Figs. 10 & 11. Terrell discloses that this step is “repeatedly performed resulting in 

the ‘valid for’ time being a decrementing timer.” Id. at 12:3-5. Terrell discloses 

that “the user of the phone can simply read the ‘valid for’ time and know for how 

much longer the ticket is valid . . . before the ticket can no longer be used.” Id. at 

12:18-27. 

16. Claim 10: “The system of claim 9, where for a plurality of 
passes stored on the device, each expiration time is unique.” 

70. This limitation is disclosed by Terrell. For example, Terrell discloses 

that each ticket has its own unique “valid for” field that determines when the ticket 

expires and that multiple tickets can be stored on the mobile device. See, e.g., id. at 

Claim 14 (claiming a “wireless application server . . . configured to . . . supply 

ticket specific data defining a ticket . . . including a ticket expiry time”); see also 

id. at 8:24-26, 10:8-11, and 15:29-16:2. 

17. Claim 12: “The system of claim 1, where the detection of 
fraudulent activity occurs as the result of receiving a data 
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message from the device representing the detection of 
fraudulent activity on the device.” 

71. This limitation is disclosed by Terrell. As explained above, see supra 

at Claim 4, Terrell discloses that the mobile device downloads a ticket and that the 

application on the mobile device checks that the ticket is the one requested by the 

mobile device. See, e.g., id. at 6:16-17, 9:9-14, 17:6-23. A portion of the ticket is 

encrypted with a key specific to the mobile device that requested the ticket, and the 

application only decrypts the ticket if it is the one that was encrypted using the key 

specific to the receiving mobile device. Id. at 17:6-23. 

72. Although Terrell does not expressly state that the mobile device 

would send a message signaling this event to the server, a POSITA would have 

found it obvious to send such a message in light of Terrell’s teachings of fraud 

detection, including by collecting and collating data at the server. Id. at 14:9-15:3. 

In addition, Terrell teaches that the server is in communication with the mobile 

device and that such communication can take the form of an SMS message or a 

communication via the HTTP protocol. Id. at 6:1-20; see also Ex. 1011 at 5:7-34. 

A POSITA would have known that sending such a message would result in the 

server being able to further collate and analyze fraudulent activity, including 

blocking further use of the ticket and/or the associated user, a benefit and 

capability consistent with the teachings of Terrell. See Ex. 1008 at 14:11-17. 
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18. Claim 13: “The system of claim 12, where the device is 
adapted to erase data stored on the device associated with 
the passes stored on the device when the condition of 
fraudulent activity has been detected.” 

73. This limitation is disclosed by Terrell and Ritter. As explained above, 

see supra at Claim 4, Terrell teaches that the device can receive a ticket, detect an 

issue with ticket integrity, and decline to further process the ticket data. Id. at 6:16-

17, 9:9-14, 17:6-23. While Terrell does not explicitly indicate that such a ticket 

would be erased from the device, a POSITA would understand that such a ticket 

serves no purpose on the device as it cannot be decrypted or otherwise further 

processed and that such a ticket would be deleted. In addition, deletion would be 

obvious as explained above, see supra Claim 1[g]. Furthermore, Ritter discloses 

the use of applets, including Java applets, such that tickets can be loaded onto the 

mobile device. Ex. 1011 at 6:30-36; see also supra at Claim 1[c], 1[g]. These 

applets can be used to erase ticket information from the device in the event that 

fraud is detected. See supra at Claim 1[g]. A POSITA would be motivated to 

combine Terrell and Ritter as explained above, see Section IX.A. 
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19. Claim 14: “The system of claim 1, where the device is 
adapted to erase data stored on the device associated with 
the passes stored on the device when the condition of 
fraudulent activity has been detected by the device, and to 
transmit a data message to the server system representing 
the detection of fraudulent activity on the device.” 

74. This limitation is disclosed by Terrell and Ritter. As explained above, 

see supra at Claims 4, 13, the combination of Terrell and Ritter teaches that the 

device can receive a ticket, detect an issue with ticket integrity, and decline to 

further process the ticket data. Ex. 1008 at 6:16-17, 9:9-14, 17:6-23. Terrell does 

not explicitly indicate that such a ticket would be erased from the device, but a 

POSITA would understand that such a ticket serves no purpose on the device as it 

cannot be decrypted or otherwise further processed and that such a ticket would be 

deleted. Deletion would also be obvious in view of the combination of Terrell and 

Ritter as explained above, see supra Claim element 1[g]. And, as discussed in 

connection with Claim element 1[g], Ritter discloses the use of Java applets to 

carry the ticket payload, and functions within Java can be accessed such that the 

applet payload can be erased from the device if fraud is detected.  

75. As explained above, see supra Claim 12, Terrell discloses that the 

mobile device downloads a ticket and that the application on the mobile device 

checks that the ticket is the one requested by the mobile device. See, e.g., Ex. 1008 

at 6:16-17, 9:9-14, 17:6-23. A portion of the ticket is encrypted with a key specific 

to the mobile device that requested the ticket, and the application only decrypts the 
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ticket if it is the one that was encrypted using the key specific to the receiving 

mobile device. Id. at 17:6-23. Although Terrell does not expressly state that the 

mobile device would send a message signaling this event to the server, a POSITA 

would have found it obvious to send such a message in light of Terrell’s teachings 

of fraud detection, including by collecting and collating data at the server. Id. at 

14:9-15:3. In light of Terrell’s teachings, a POSITA would have known that 

sending such a message would result in the server being able to further collate and 

analyze fraudulent activity, including blocking further use of the ticket and/or the 

associated user; a benefit and capability consistent with the teachings of Terrell. Id. 

at 14:11-17.  

76. The combination of Terrell and Ritter likewise discloses this 

limitation. For example, Ritter teaches: 

In an embodiment variant, the reading device transmits a 

digitally signed, unambiguous device identification to the 

communications terminal, and the reading device is 

authenticated in the communications terminal on the basis of 

this device identification before data stored in the memory 

module are transmitted to the reading device. This has the 

particular advantage that admission tickets are not received, or 

respectively marked as used, by unauthorized reading devices. 

Ex. 1011 at 4:13-21. Here, the authentication process ensures that “tickets are not 

received . . . by unauthorized reading devices,” and an indication of fraudulent 
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activity would occur if, for example, the encrypted key described in Terrell (Ex. 

1008 at 17:6-23) or the digital signature described in Ritter (Ex. 1011 at 6:16-36) 

were missing from the information provided by the mobile device to the server. 

Moreover, Ritter discloses the use of SMS messaging to deliver ticket payloads to 

the mobile device. Ex. 1011 at 5:7-15. It would have been obvious to a POSITA to 

generate a message, such as an SMS message, from the mobile device to the server 

if, for example, the ticket was scanned on the mobile device and not authorized.  

20. Claim 15: “The system of claim 1, where the server system 
is adapted to receive a command to set a status bit 
associated with the user account to indicate fraudulent 
activity and the device is adapted to receive a data message 
representing the condition that the fraudulent activity bit is 
set, and disable the pass functionality on the device.” 

77. This limitation is disclosed by Terrell and Ritter. First, as explained 

above, see supra at limitation 1[e], Terrell discloses that the server inspects the 

unique ticket number, logs this on the verification database, identifies if two 

separate uses of the ticket are logged, and blocks the ticket or purchaser from 

further use. See Ex. 1008 at 14:9-17. Although Terrell does not expressly state that 

the server system “receive[s] a command” to indicate fraudulent activity, a 

POSITA would understand that logging the unique ticket number on one or more 

of the server’s databases and identifying if two uses are logged would involve a 

command that is received by the databases of Terrell’s server.  
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78. Second, Terrell discloses that the device receives a data message 

representing the condition that the fraudulent activity bit is set, and that the server 

disables the pass on the device. As explained above, see supra at limitation 1[e], 

Terrell teaches that “if two separate uses of the ticket are logged,” the ticket is 

blocked from further use. See id. at 14:13-15. A POSITA would have found it 

obvious that a message would be sent to the device to indicate the condition that 

the fraudulent activity bit is set and then to disable the use of the fraudulent ticket 

on the device. For example, both Terrell and Ritter teach that the server is in 

communication with the mobile device and that such communication can take the 

form of an SMS message or a communication via the HTTP protocol. Id. at 6:1-20; 

Ex. 1011 at 5:7-34. A POSITA would have known that SMS messages are an 

example of a “push” communication, and that such a communication would be a 

good way for the server to immediately alert the mobile device to fraudulent 

activity without having to wait for the mobile device to contact the server. A 

POSITA would have found it obvious that a ticket pass that is blocked and not 

permitted to be used due to fraud, loss of integrity, expiration, or other invalidating 

events, would be disabled.  

79. Moreover, as discussed above in connection with limitation 1[g], a 

Java applet, like the applet disclosed in Ritter, inherently includes its own method 

for removing a ticket from a device. Java applets provide a common set of methods 
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that can be called, where that set of methods is defined in the Java API as part of 

the “Class Applet” as defined in java.applet.Applet. One such method is the 

“destroy()” method. This method is “called when the applet is about to be unloaded 

from the browser or viewer.  It should free any resources, other than memory, that 

the applet has allocated.” Ex. 1017 at 128. Java applets running in a Java Card use 

a different runtime environment than those running in, for example, a web browser.  

For such applets, there is an “uninstall()” method that is part of the applet that is 

invoked when the applet is being deleted.  It is “[c]alled by the Java Card runtime 

environment to inform this applet instance that the Applet Deletion Manager has 

been requested to delete it.” Ex. 1018 at 71. Within this method, an applet should 

“perform any cleanup required for deletion such as release resources, backup data, 

or notify other dependent applets.” Id. 

21. Claim 16: “The system of claim 15, where the device is 
further adapted to disable the pass functionality by erasing 
the pass data stored on the device.” 

80. This limitation is disclosed by Terrell and Ritter. Terrell teaches that 

when a ticket is read, “the unique ticket number may be supplied to the server,” 

checked against a “database of . . . unique ticket numbers,” and “logged on the 

verification database 111 by the server 101.” Ex. 1008 at 5:3-7, 14:5-13, Fig. 1. 

Terrell also teaches that the server may “block the user account in an event of the 

received data is mismatched with the transmitted data and detected as a fraudulent 

Petitioners' Exhibit 1003 
Page 054



45 

activity.” Id. at Claim 1. For example, Terrell teaches that “if two separate uses of 

the ticket are logged, this may be identified by the server 101 and the ticket’s 

further use may be blocked” and that alternatively, “the purchaser of the ticket 

could be blocked from further use of the system.” Id. at 14:13-17. A POSITA 

would understand that blocking the ticket from further use would include erasing 

the pass data stored on the device. This is consistent with Claim 16 of the ’567 

Patent, which indicates that one method of “disable[ing] the pass functionality” is 

“by erasing the pass data stored on the device.” Ex. 1001 at Claim 16. 

81. To the extent that the Board determines that Terrell, in view of the 

knowledge of a POSITA, does not disclose making the pass “no longer available 

on the device,” this element is nevertheless obvious over Terrell in view of Ritter 

as explained above at Claim limitation 1[g]. Ritter teaches that an admission ticket 

be in the form of a Java applet (a small program application), that these applets can 

be loaded on a chipcard (e.g., a “Java card”) and that these applets can be 

automatically erased when the applet (the ticket) is marked as used (e.g., when the 

ticket has been used to gain entry to an event). Ex. 1011 at 6:30-36.  

82. A Java applet, like the applet disclosed in Ritter, inherently includes 

its own method for removing a ticket from a device. Java applets operated (and 

continue to do so) according to the Java programming language and associated 

API. Java applets provide a common set of methods that can be called, where that 
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set of methods is defined in the Java API as part of the “Class Applet” as defined 

in java.applet.Applet. One such method is the “destroy()” method. This method is 

called to “inform this applet that it is being reclaimed and that it should destroy any 

resources that it has allocated.” Ex. 1018 at 71. 

X. Claim 7 is Unpatentable as Obvious over Terrell in View of Masahiro 

A. A POSITA Would Have Been Motivated to Combine the 
Teachings of Terrell, Ritter, and Masahiro  

83. A POSITA would be motivated to combine the teachings of Terrell 

and Ritter with Masahiro because they are in the same technical field, i.e., mobile 

ticketing, and address a similar problem, i.e., authentication of mobile tickets. See 

supra at IX.A (describing motivation to combine Terrell and Ritter). Masahiro 

discloses a “ticket issuing system . . . that is able to verify the identity of a user and 

issue a digital ticket or a physical ticket with anti-counterfeiting functionality.” Ex. 

1011 at [0001]. Masahiro teaches that electronic tickets can be issued and stored 

“on an IC card inserted into a cell phone” and “checked at the entrance to the event 

location.” Id. at [0004]. The tickets can be purchased online via personal computer, 

mobile phone, or at a store and can be issued electronically “in the form of digital 

data” by, for example, mobile phones, and “received over a network.” Id. at 

[0003]. Tickets issued using the Masahiro system can include a graphical display 

portion, which may be in the form of a “facial photograph image” of the user along 

with a digital watermark that can be read at a venue so that an authentication code 

Petitioners' Exhibit 1003 
Page 056



47 

can be confirmed. Id. at [0008]. Accordingly, Terrell, Ritter, and Masahiro are all 

directed to electronic ticketing systems that are adapted to enable user 

authentication via both graphical and digital means, and all are likewise adapted to 

help prevent unauthorized use or forgery.  

84. In addition, a POSITA would be motivated to combine Masahiro with 

Terrell and Ritter to take advantage of the additional functional implementation 

details included in Masahiro. For example, the functionality disclosed in Masahiro 

would enable the holder of an electronic ticket to access a ticket on a different 

device from the device on which it was originally downloaded. 

85. A POSITA would have had a reasonable expectation of success in 

making the combination because of the similarity of the references and the 

motivation to include additional functional capabilities for the users of electronic 

tickets downloaded to mobile devices. In addition, Masahiro teaches that 

conventional tickets can be re-issued, and a POSITA would turn to this teaching to 

implement this conventional functionality in a system such as Terrell or Ritter. Ex. 

1008 at [0112]; Ex. 1011 at 5:17-29. 
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B. Claim 7 is Unpatentable as Obvious over Terrell in View of Ritter 
and Masahiro 

1. Claim 7[a]: “The system of claim 1, where the server system is 
further adapted to: receive a command to cause deactivation of 
a pass stored on the device,” 

86. This limitation is disclosed by Terrell, Ritter, and Masahiro. As 

explained above, see supra at Claim element 1[e], Claim 16, Terrell and Ritter 

teach that a server is in communication with the mobile device and that a ticket can 

be blocked from use due to fraud, loss of integrity, expiration, or other invalidating 

events. See, e.g., Ex. 1008 at 6:1-20, 14:5-17; Ex. 1011 at 8:9-19. Masahiro teaches 

cancelling and re-issuing a ticket that has already been issued. Ex. 1010 at [0075, 

0112].  

2. Claim 7[b]: “receive from the device usage data associated 
with the deactivated pass,” 

87. This limitation is disclosed Masahiro. Masahiro discloses that after a 

user initiates a cancellation request, the “cancellation processing component . . . 

reads the authentication code . . . and checks if the retrieved authentication code 

and the password included in the cancelation request match the authentication code 

and the password recorded in the ticket issuance history recording component.” Id. 

at [0082].  
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3. Claim 7[c]: “update, using the received usage data, the pass 
usage data comprising a data record stored on the server 
system associated with the deactivated pass and in 
dependence on the updated usage data, and” 

88. This limitation is disclosed Masahiro. Masahiro discloses that after a 

user initiates a cancellation request, if the authentication code and the password 

included in the cancellation request match the authentication code and the 

password recorded in the ticket issuance history recording component, 

“cancelation processing is performed by invalidating the record in question in the 

ticket issuance history recording component.” Id. The cancelation processing 

component also records “the fact that one seat corresponding to the canceled ticket 

has become available.” Id. 

4. Claim 7[d]: “transmit to a new device pass data for the 
same pass.” 

89. Masahiro discloses this limitation. Masahiro teaches an embodiment 

that “makes it possible to re-issue a ticket, including a conventional paper ticket, 

“that has been lost after being issued.” Id. at [0112]. Masahiro teaches that after a 

“ticket re-issuance request accompanied by a ticket ID and a password for a ticket 

that has already been issued,” “the ticket re-issuance processing component 

performs the processing for re-issuing the ticket information based on the record in 

the ticket issuance history recording component, on the condition that the password 

included in the ticket re-issuance request in question matches the password that is 
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registered in the ticket issuance history recording component associated with the 

ticket ID included in the ticket re-issuance request in question.” Id. at [0017]. 

Masahiro also teaches a “waiting for cancellation” embodiment where, in the case 

of a sold out event, a user can be placed on a “cancellation wait list.” Id. at [0096]. 

If it later becomes possible to supply a ticket due to a user cancelling their already 

issued ticket, the ticket is supplied to the waiting user’s device. Id. at [0096-98]. 

Masahiro therefore teaches transmitting pass data to a new device for the same 

pass. 

XI. Claim 11 is Unpatentable as Obvious over Terrell in View of 
Laudermilch 

A. A POSITA Would Have Been Motivated to Combine the 
Teachings of Terrell, Ritter, and Laudermilch 

90. A POSITA would be motivated to combine the teachings of Terrell 

and Ritter with Laudermilch. See supra at Section IX.A (describing motivation to 

combine Terrell and Ritter). Laudermilch discloses a “method for managing access 

to a network resource on a network from a mobile device.” Ex. 1009 at 2:66-3:1. 

This method includes the steps of intercepting and validating a data stream from 

the mobile device attempting to access the network resource. Id. at 3:1-16. 

Laudermilch teaches a component that “may be configured to contact the server on 

a periodic basis (such as ‘every 24 hours’)” where the “client should preferably be 

configurable to take various actions (such as lock, wipe, etc.), after a certain 
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number of days with no contact with the server.” Id. at 32:27-35. Accordingly, 

Terrell, Ritter, and Laudermilch are all directed to systems adapted to enable 

authentication and to help prevent unauthorized use.  

91. Laudermilch teaches that mobile devices have valuable information 

and as many as 30% of them are lost per year. Id. at 1:45-47. A POSITA would 

understand that, if a device was lost or stolen, the valuable tickets stored on the 

device could potentially be use fraudulently, including ensuring that no connection 

could be made to a server to remove them. A POSITA would be motivated to use 

Laudermilch’s capability to ensure that the tickets on a lost or stolen device would 

be deleted, even if steps were taken to isolate the device from server contact. 

92. Moreover, a POSITA would be motivated to combine Laudermilch 

with Terrell and Ritter to take advantage of the additional functional 

implementation details included in Laudermilch. For example, the functionality 

disclosed in Laudermilch would enable the system to erase pass data associated 

with a mobile ticket if the device has not been connected to the server for a period 

of time. A POSITA would have had a reasonable expectation of success in making 

the combination because of the similarity of the references and the motivation to 

include additional functional capabilities for the users of electronic tickets 

downloaded to mobile devices. 
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B. Claim 11 is Unpatentable as Obvious over Terrell in View of Ritter 
and Laudermilch 

1. Claim 11: “The system of claim 1, where the device is 
further adapted to detect the condition that the device has 
not connected to the server system for a predetermined 
period of time and in dependence on such detection, erase 
the data associated with at least one pass stored on the 
device.” 

93. This limitation is disclosed by Terrell, Ritter, and Laudermilch. As 

explained above, see supra at Claim element 1[e], Claim 16, Terrell and Ritter 

teach that a server is in communication with the mobile device and that a ticket can 

be blocked from use due to fraud, loss of integrity, expiration, or other invalidating 

events. See, e.g., Ex. 1008 at 6:1-20, 14:5-17; Ex. 1011 at 8:9-19. Laudermilch 

teaches that the device may be configured to contact the server after a 

predetermined period of time and, “after a certain number of days with no contact 

with the server,” wipe or delete data on the mobile device. Ex. 1009 at 32:27-35. 

As explained above, a POSITA would be motivated to incorporate this feature of 

Laudermilch in order to ensure that a person who has taken (or found) someone 

else’s phone would not be able to use valuable tickets stored on the device, even if 

the owner turned off the cellular connection on the device in order to prevent a user 

from remotely wiping the device. Claim 11 is therefore obvious over Terrell in 

view of Ritter and Laudermilch. 
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XII. Conclusion 

94. In my opinion, the challenged claims are unpatentable. In my opinion, 

Claims 1-6, 8-10, and 12-16 are unpatentable as obvious over Terrell in view of 

Ritter or the knowledge of a POSITA, Claim 7 is unpatentable as obvious over 

Terrell in view of Ritter and Masahiro, and Claim 11 is unpatenable as obvious 

over Terrell in view of Ritter and Laudermilch.   
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I hereby declare that under the laws of the United States of America that all 

statements made of my own knowledge are true and that all statements made on 

information and belief are believed to be true. I further declare that these 

statements were made with the knowledge that willful false statements and the like 

so made are punishable by fine or imprisonment, or both, under Section 1001 of 

the Title 18 of the United States Code and that such willful false statements may 

jeopardize the validity of this proceeding. 

Respectfully submitted, 

Dated: February 13, 2022 By:  
Mark T. Jones 

Place: Blacksburg, Virginia 
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